APC NetBotz Rack Access

Rack Access PX is a browser-accessible appliance that allows control and management of access privileges. The Rack Access PX can be
mounted in a 0U or 1U configuration and is designed for APC’s NetShelter SX enclosures. Access is granted through the use of proximity cards
or a Web interface. Administrators can easily configure access control profiles for individual employees, configure scheduled access to
equipment for maintenance purposes, and view audit trails. Various alarm notifications are available to indicate a compromised security state

such as forced entry and door position.

Network appliances enabling remote and local authentication for your NetShelter® SX enclosures.

Availability

e Proximity card access: Restrict equipment access to authorized
people through proximity card interaction

e User access scheduling: Restrict equipment access to specific times
for each configured user

e Alarm beacon: Visual indication of access violation or
environmental issue

e Alert Notification: Identify problematic trends before they escalate
or export the data log for analysis.

e Event logging: Pinpoint the timing and sequence of events leading
up to an incident by using the integrated audit trail.

Manageability

e Centralized management: Allows group administrative capabilities
via InfraStruXure® Manager

e Master key override: Override electronic access with a hard key for
power outages and maintenance

e Forced entry alarm: Alarm administrators based on a forced entry
into a rack

e One-time access schedule: Configure the rack to be unlocked for a
scheduled time period for maintenance

e Browser accessible: View the user interface with a browser. Gives
quick access from anywhere on the network without the need to
install software.

e Rack mounting: Includes horizontal, vertical, and toolless mount.

Protection

e Administrative access: Full access and read-only levels
available.

e Read-only access: Share access without risking unauthorized
configuration changes.

e Password security: User-selectable password protection for
Web interface.

o Alert notification: Configure alert destination for access and
device alarms.

NetBotz Rack Access PX is ideal for:
e Racks that contain senstive equipment and information
e Racks in remote or unmanned locations

e Recording detailed access logs such as who accesses what and
when monitoring the lock and door status of racks to ensure
that allracks are secured
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